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Agenda (IE/

® Business case

@ What are electronic / digital signatures?

@ Demo
CGngm www.?ﬂom
Eltaceieimpte www.DigitalSignatures.com.au



Why LG Needs:Digital Sighatures:? (LM/E/

Current process
Various docs received or internally created :

; Eﬁxﬁ\gr signing Inefficient,

3. Scanned to Electronic Format Time consuming,
Messy,

4., Send Cost

5. Archived. ostly process,

Councils are looking:

A secure paperless process, serving Councils / Users signers, that:
Almprove Customer Services, Workflow, boost staff Efficiency, Save Time
AEnsures documents integrity and signers authenticity for secure internal
_e-Archiving and audits
ACut costs (paper, print, scan, fax/mail, archive, TIME)
ASpecific:

Support multiple signatures on a document

Support signing MS-Office and PDF documents and more..

Embed signersodé personal signatures thx_h
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http://www.unitedtexas.com/

Challenges of Paperless Systems Migration M/

‘ Organisations cannot eliminate paper-based systems
overnight, without interrupting or breaking business

Processes.

‘ Lack of trust / integrity in electronic document distribution.

‘ Signatures and approvals
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Sustaining a Paperless Process (I!LE/

A trusted e-process sustains a paperless process.

W arx.com

cﬁ’gm

Digital Signatures Made Simple www.DigitalSignatures.com.au



CurrentiProcess JM/E/
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Typical-=Solution Reguirements

e

Application Support Graphical Signatures

Multiple Signatures Transportability (Worldwide

Verifiable)

Seamless User Simple-to-Use Zero Management w‘x
., Registration e
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Types-of-Signatures "\ILM/E/

@ Digital Signatures (traditional PKI)
b Pros: Standard; Self-sustained

b Cons: Complex and expensive;
No inherent support for applications; No graphic signature

@ Electronic Signatures
> Pros: Easy;
b Cons: Proprietary (certification, service); No Portability

@ Digitized Signature (signing pads)
> Pros: Cheap; Easy
P cons: No Authenticity; Forgeable; No Scalability

@ Wet Signature i Pen on paper
> Pros: Good old way
> Cons: Costly; Time consuming; Non-Productive; Messy
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Signhatures= = Spectrum

"Basic" “Point: SContaIners Traditional Managed PKI Server Based
Electronic Electronic E=[ECLTONIC! PKi PKI
Signatures Signatures SIgHatires)

Examples

Authentication

Non-repudiation

Data Integrity

Technology

Security

Verification

Portable Signing

Applications

Graphical Signature

Part 11

SAFE

Ease of Setup

Ease of Use

Ease of Support

Retention

Initial Cost

Ongoing Cost 6 E v X
[ ]
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Paper

“
Paper
_ Paper Documents Costly for Fortune 500
Examples Paper, Pen
Authentication Compare Signatures
Non-repudiation Low [—
; —_ '
Data Integrit Low
b o
Technology None [ o WY
: —
Security Paper, Pen — ’
Verification Need Source Evidence e
Portable Signing Requires Original :
Application Support Any Paper Document gy
(g
Graphical Signature Repeat/Handwritten —
Part 11 Compliance NA =
—_—
SAFE BioPharma No
E f E
ase of Setup asy Recent research shows that paper handling remains a major expense for big
Ease of Use Easy business, at $10 per document. With archive searches, that cost skyrockets to
75 ’ "y
Ease of Support Medium $75 per document, according to the study, and faxing represents 40% of the
telecommunications bill for Fortune 500 companies.
Retention Complex
Initial Cost $ OASIS PKI (Member Section of the PKI Forum www.pkiforum.orq)
Ongoing Cost $$$$ ithe average paper -1dtnmesiateecostof+ s copi ed 9

$18 and filed at a cost of ~ $20, plus the additional cost of storage, e
el ectronic media, physical plant ,%*ge
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Paper

Examples

Paper, Pen

Authentication

Compare Signatures

Non-repudiation Low

Data Integrity Low

Technology None

Security Paper, Pen
Verification Need Source Evidence

Portable Signing

Requires Original

Application Support

Any Paper Document

Graphical Signature Repeat/Handwritten
Part 11 Compliance NA

SAFE BioPharma No

Ease of Setup Easy

Ease of Use Easy

Ease of Support Medium

Retention Complex

Initial Cost $

Ongoing Cost $$$$
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"Basic" Electronic Signatures
Examples .bmp, .jpg, etc; Signing Pads (Topaz,
etc)
Authentication Compare Signatures
Non-repudiation None
Data Integrity None
Technology Cut&Paste, Signing Pad
Security None: High Risk Strengths
Verification Need Source Evidence . . . .
Relatively Inexpensive for small applications
Portable Signing Requires Image or Pad OK for low-level or non-secure applications
Application Support Limited
Graphical Signature Repeat/Handwritten Weaknesses
Part 11 Compliance Low Introduces new Risk: if you can cut&paste your signature, So can someone
SAFE BioPharma No else; there is no controls to prevent changes to signed documents
. Additional Hardware: cumbersome in most applications
Ease of Setup Medium o ] P ] )
: Difficult to Validate: lack of availability of source signature, or proprietary
Ease of Use Medium hardware or software required
Ease of Support Medium No Part 11 Compliance: Access control? Two form ID? Reason Code?
. Document Integrity? Audit Trail?
Retention Complex
Initial Cost $$
Ongoing Cost $$$
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